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What can I do regarding a fraudulent webshop 
and how can I take it down? 
 
It’s a beautiful day, you’ve got your favourite coffee from a local café and you’re cracking on 
with your work, when boom! You find a website that is ripping off your brand, products or that 
piece of creative work that took you forever to complete! Noooo! What can you do now? Well, 
before you blow your fuse at the potential infringer, luckily, there are steps you can take. 
We’ve outlined our top tips on how to spot a fake website and if needed, how to take them 
down to protect your brand.  

 
 

How do infringers spoof your website? 
 
You think it couldn’t happen to you? Think again. Unfortunately, creating a fake website is 
easy for scammers to accomplish. A knowledgeable scammer can steal all of your on-page 
information and upload it under a fake domain in a matter of minutes.  

3 potential ways cybercriminals can imitate your website 

In a flash, scammers typically make a few small yet significant changes to your content by: 

• Registering a domain name, adopting a spoofed URL, that may differ only slightly 
from yours. 

• Copying your codenames, images and basically everything on your site, but then 
make slight changes to phone numbers and email addresses. 

• Acting as imposters and starting to present themselves as you online and in emails. 

Now, web and email traffic, inquiries, confidential information, and orders intended for 
you are diverted to the scammers. 

4 reasons why scammers copy your website 

Internet scammers, including those who present fake websites, can have any number of 
disreputable motives. These might include: 

• Diverting sales from you and delivering fake products to your customers. 
• Phishing – through the purchase process on fake webshops, scammers can either 

obtain confidential information for their own illegal use or sale elsewhere (e.g., “dark 
web”). 

• Holding you to ransom by making you pay to transfer the fake domain name to you. 
• Committing financial crimes—stealing money from you and your customers. 

Whatever the reason, a fraudulent website is serious and should be addressed immediately. A 
fake website copying your content can damage your brand image, cost you money, and take 
advantage of your customers.  

Unfortunately, the number of online scammers is on the rise due to COVID-19. According to 
the World Intellectual Property Organization (WIPO), the pandemic has “fuelled an increase of 
cybercrime”. With many more of us shopping online and the variety of domains available to 
copy, scamming has become easier than ever.  

https://www.wipo.int/amc/en/news/2020/cybersquatting_covid19.html


How to find out if my company website has been spoofed? 
 
Unless you have come across a website that is copying yours, or have been made aware of 
one, how do you check if scammers are spoofing your site? Well, unfortunately there is no 
quick answer to this question. It is generally advisable to continuously monitor the web and 
check domain registrations to ensure your site hasn’t been impersonated. However, this is a 
lot of work and incredibly time-consuming, which is why many companies employ an agency 
to conduct domain searches for them. This is much safer, faster and covers more broader 
criterion to ensure all infringers are exposed. 

To start with, the agency would check the domain registration for your unique domain, as well 
as those similar to it, using the ICANN (Internet Corporation for Assigned Names and 
Numbers) lookup  service or Whois. If they find registered domains that are very similar to your 
own, they would then visit the websites to view the content. If they do find someone is spoofing 
your site/products/content, they would then conduct further research to find out as much 
information as they can. This will provide all the information they need to determine if you 
need to take action against a scammer and take down the offending site. 

 
 

How do I take down a fake website? 
 
Don’t panic if you do find that your site has been copied by a scammer. Below we have 
outlined how best to tackle a fraudulent website: 

Start by sending a cease and desist letter to the site admin or domain registrant as 
soon as you discover the fake website. As mentioned above, a domain registrant 
search like ICANN’s lookup service or Whois should be able to pull up this information 
for you.   

It’s possible that you do not get a response from the site registrant. In this case, you 
should send a C&D letter to the CMS platform the domain runs on (e.g., Wix, Shopify 
WordPress etc.).  

If you still don’t get a response from either the registrant or CMS platform, contact the 
server host with a C&D letter. All server hosts have to follow strict IP law and are likely 
to be more compliant with your request.  

In addition to sending C&D letters, send a notification to the domain registrar as well. 
Many domains are purchased through large registrars like GoDaddy.com, which may 
be able to help.  

It isn’t impossible for scammers to incorrectly register their fake domain 
under your name. If you see your information under a fake website, contact 
ICANN and report the inaccuracy. 

Take extra steps to take down the fake site’s money collection system if they are 
attempting to sell counterfeit products. Whether it’s a specific payment company like 
Visa or a payment processing platform like Stripe / PayPal, they should have a fraud 
and dispute department that can help.  

https://brandit.com/domain-names-and-web-sites/
https://lookup.icann.org/
https://www.norid.no/en/om-domenenavn/domreg/
https://en.wikipedia.org/wiki/Cease_and_desist
https://lookup.icann.org/
https://www.norid.no/en/om-domenenavn/domreg/
https://www.icann.org/resources/pages/inaccuracy-2013-03-22-en
https://www.icann.org/resources/pages/inaccuracy-2013-03-22-en


Finally, you will want to ensure the fake site has not been indexed by Google. If it is, 
you will need to Send a request to Google informing them of the copyright 
infringement and asking that they remove the scammer from their search results. This 
might take a few days or more.  

If you have a trademark, and none of the above were successful, you can prepare and 
file a complaint under the Uniform Domain-Name Dispute-Resolution Policy (UDRP) 
with ICANN. Successful claimants in a UDRP action can have the fake domain name 
transferred to them, so they can shut it down and prevent further fraudulent use. 

 
Does it take a long time to takedown a fraudulent site? 
 
It can vary. Some of the above entities will help you in a matter of days, but in some cases, 
depending on a number of factors (e.g., your location), they may be uncooperative, which can 
lead to a longer and more tedious process. 

 
Is that it all done? 
 
Don’t rest on your laurels. Just because you get one fake website taken down doesn’t mean 
there won’t be more. As previously discussed, it is best to continuously monitor the situation 
by either using an agency or some of the tools mentioned above to prevent new infringers 
from profiting off your brand.  
 
To help you along the way, here’s our top tips for spotting fake websites: 
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