Risk,
Reward &
Opportunity
with GDPR & FADP

Leveraging data protection to enhance
your brand
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Understanding Data Protection
The EU General Data Protection Regulation came into force on May 25, 2018. It
replaces and unifies all other European
data protection legislation. And significantly tightens them at the same time.
GDPR is applicable not only to all EU
member states (including post-Brexit
UK), but it will also cover any company
- regardless of location or registration that collects, stores and uses data that
belongs to any one of the EU’s 500 million citizens. GDPR is, in effect, global.
Complying with data protection is a
big challenge. Yes, the workload is one
thing: there is a lot of admin involved,
but if businesses only see this and view
the legislation as merely an annoying
burden, they’re missing the point. It’s up
to marketers to explain the essence of
data protection to businesses.

How this
handout
helps you

So, what’s the essence? It’s about putting yourselves in your customers’
shoes – and this is what marketing
professionals are good at – and showing them respect at four key stages in
the lifecycle of the personal data of
the customers:

1
2
3
4 .

How you obtain it
How you use it
How you store it
How you dispose of it

It’s up to marketing professionals to
engage with other departments to help
them see that GDPR is not just about
burdensome compliance and a risk to
the organisation. It’s an opportunity
and a potential competitive advantage.

With so much already written
about GDPR – often in articles
about one or two isolated elements
of the regulation – we decided to give
you a consolidated overview.
This document will help you
explain the most significant GDPR
impacts and will act as a useful
summary and checklist to help
you and your colleagues
navigate the process.
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Useful Links
GDPR
. Local data protection authorities
http://ec.europa.eu/justice/data-protection/article-29/structure/data-protection-authorities/index_en.htm

. Infographic showing the highlights of GDPR
http://ec.europa.eu/justice/newsroom/data-protection/infographic/2017/index_en.htm

. The European Commission’s overview of the data protection rules
and links to many helpful documents
https://ec.europa.eu/info/law/law-topic/data-protection_en

FADP
. Swiss federal data protection and information commissioner
https://www.edoeb.admin.ch/edoeb/fr/home.html

UK GDPR
. ICO’s Consent Guidance - the Information Commissioner’s Office in
the UK has a helpful consent guidance in straightforward language
https://ico.org.uk/for-organisations/guide-to-data-protection/
guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/consent/
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GDPR Highlights
1 Accountability
GDPR puts accountability at the core
to protect the rights and freedoms of
Data Subjects

Data Protection Impact Assessment
(DPIA) is mandatory where processing
is “likely to result in a high risk to the
rights and freedoms of natural persons”

Companies must demonstrate that
data protection compliance is a top
priority

While third-party processors are responsible for some aspects compliance
(e.g. record keeping, security, & breach
reporting to the controller), ultimate responsibility lies with the company

Data Protection Officers (DPO) will be
mandatory for controllers and processors of large volumes of customer data
and/or containing personal details such
as health and finance

3 Getting consent & providing information notices

2 Collecting, storing, using
& governing the data
You are now legally required to have a
data protection policy in place
Be specific about the ‘third-party suppliers/organisations’ mentioned in your
consent & privacy notice. Broad references to categories are no longer permitted
Keep records of Data Subjects’ consents: what they opted in to, when and
how (online, written form, etc.), plus a
copy of the data capture form showing
the consent statement

Clear conscious consent must be
given by the Data Subjects to process
their personal data. Note: there are
exceptions to this e.g. an e-commerce
purchase
You must be specific and granular –
bundled consents are no longer valid
Pre-ticked boxes do not equal consent,
nor does silence or inactivity
It is the Data Subjects’ right to withdraw consent at any time. You must
make it easy for them to do this

GDPR Highlights continued...
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GDPR Highlights continued...

Complete information needs to be
included in privacy notices to Data Subjects, but this information needs to be
clear, concise and in straightforward
language
Consents given prior to 28/05/18
remain valid if they adhere to GDPR
requirements for consent. If they do not,
you will need to obtain fresh consent
from your Data Subjects or dispose of
the data
GDPR states that parental consent
is required for services requested and
delivered over the Internet by children
under 16, although it can go as low as
13 if a country law allows it

4 Access rights for data
subjects
Citizens now have stronger access
rights to their data and the explicit
right to be forgotten, a right to object to data processing and a right
to be informed when data security is
breached
Companies will have one month
to comply with access requests and
provide them free of charge

5 Data breaches
This is one the biggest areas of
change. Under GDPR companies
must meet formal obligations in case
of a data breach where it is likely to
result in a risk to the rights and freedoms of individuals. E.g. financial
loss, loss of confidentiality, damage
to reputation, etc. Should this arise in
your company will have to:
Demonstrate that you have a plan
to mitigate a range of eventualities
Ensure your third-party processors
notify you of a breach without any
undue delay if required by law
Notify your relevant Data Protection
Authority within 72 hours of becoming aware of a breach
Notify affected individuals directly
without undue delay
Provide information about the measures taken or to be taken to deal
with the breach and how you will
mitigate any possible adverse effects
with the breach and how you will mitigate any possible adverse effects.
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Assess
1 The Basics
Is your senior management and/
or Board aware of the full impacts of
GDPR?
Do you have someone in charge of
the data protection in your marketing
team (& other teams that handle
personal data – IT, HR, Sales, etc.)?
Do you have documented workflows
and processes in place for managing
customer data and data breaches? If yes,
is everyone aware and following them?

Do you know where you collected this
data? E.g. contests, apps, surveys, online purchases, events, etc.
What cookies and trackers do you use
and for what purposes?
Where do you store and process all the
data? Internally? Third-party supplier?
If you use third-party suppliers, list
them and what data they process
Is your data stored outside of the
European Economic Area (EEA)? If yes,
with whom and where?

2 Collecting, storing, using
& governing the data

Who has access to the data? Document all internal and external people/
suppliers who do.

What personal data do you hold in
your department? List all the personal
processing activities and why it is being
collected . E.g. first name, last name,
birthday, home address, localisation,
gender, etc.

How long do you keep the data for and
why? How frequently do you communicate with individuals?

Check the consents for this data or
any other collection ground
How confident are you that consents
gathered prior to 25/05/18 comply with
GDPR legislation?
Is the data collection limited to what
you actually need? Can you explain the
“purpose”?

Are you processing personal data for
anyone else (E.g. a subsidiary company)?
If so, for whom, what data and why?
Do you combine data for profiling or
re-sale? If so, ensure you have the correct processes in place.

Assess continued...
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Assess continued...

3 Getting consent & providing information notices
Are you currently relying on opt-in or
are you requiring customers to opt-out?
E.g. pre-ticking boxes
Are you hiding any ‘consents’ in your
privacy policies or terms and conditions? If so, which ones?

5 Data breaches
Have you implemented the appropriate processes to minimise the risk of
breaches? If yes, are they technical and
operational measures?
In the event of a breach what are your
current processes?

Do you process children’s data? If yes,
do you obtain parental consent?

Do you have an appointed person to
co-ordinate the internal response and
investigate why it occurred?

Do you explain in your privacy notices
what you use their personal data for and
how?

Do you have an appointed person for
external communications (regulators
and people affected by the breach)?

Do you work with any third partners
to collect data? If yes, are you confident
that they are obtaining consents in the
correct way?

4 Access rights for data
subjects
Do you have a process in place for
people who want to be removed from all
marketing materials?
Do you make it easy for individuals to
have their personal information corrected or removed?
Can they unsubscribe from emails in
one click, or do you force them to enter in
their email address, fill out surveys, etc.?
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Action Checklist
1 The Basics
Determine if you need to appoint a
Data Protection Officer (DPO). Generally,
this is required when handling particularly sensitive data such as health and
financial information, or big data companies
Appoint a GDPR overall lead
and a responsible person in each department handling data
Educate the key internal stakeholders from the top down
Document all your GDPR processes

2 Collecting, storing, using
& governing the data
Consider data privacy as a core
element of all business and marketing
processes
Take into account customer privacy
upfront when planning campaigns
Ensure you are clear on the differences between collection based on
consent, contract, legal ground or for a
legitimate purpose
Based on your data consent assessment decide if you need to refresh consent with Data Subjects or dispose of
the personal data or anonymize it

Ensure that you only collect data
that you need to be compliant with “data
protection by design and by default”
Determine if you should pseudonymize or anonymize some of your
personal data
Challenge your suppliers to have
adequate security measures and record
keeping obligations in place
Review third-party contracts and
ensure that the new GDPR obligations
are added
Ensure all the appropriate security
measures are in place. E.g. access control, encryption, audits, etc.
Going forward collect only personal
data which is necessary for fulfilling the
service or purchase

3 Getting consent & providing information notices
Update your privacy/terms of use
notices as a result of your assessment
Compare your consents against the
new GDPR requirements and update
accordingly

Action Checklist continued...
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Action Checklist continued...

Make sure the notices and consents
contain straightforward language and
clear formatting. Consider using videos,
graphics, layered notices, etc. to communicate the information rather than
just text
If third parties are involved, ensure
that the contracts are updated to reflect
the new GDPR requirements and the
third parties are included in your privacy
notices
When collecting children’s data pay
close attention to consent language and
obtain parental consent where necessary

5 Data Breaches
Implement best practice technical
measures such as encryption
Set-up or update your breach-related processes
Be sure to include all stakeholders
affected – internal staff, data subjects,
regulators, third party processors, etc.
Detail each party’s role in managing
the effects of the breach

4 Access rights for data
subjects
Remove any personal data that is
in excess, or data that is not required to
fulfil obligations
Establish, or update, your processes
to deal with Data Subject’s rights to their
data
Determine how you will deal with
the “right to be forgotten” requests and
the “right to data portability”
Train all relevant stakeholders how
to reply and process Data Subject’s requests for information, corrections and
“erasure”
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How to Leverage Data Privacy for Brands
Introduction
We leave traces of ourselves when we’re
online. Without safeguards, we lay ourselves open not only to exploitation by
criminals, but also to unethical targeting
by unscrupulous brands. It’s in all our
interests to know our rights and to be
protected.
The trouble is people are increasingly
disengaged.
In a recent study conducted by academics at York University, Toronto, the University of Michigan and the University of
Connecticut, 98% of participants unwittingly accepted a clause in a fake privacy and terms of service declaration that
stated they would be required to hand
over their first-born child to the (fake)

brand. The study was called
“The Biggest lie on the Internet”.
Obviously, there was no intention of
doing any such thing, but it throws a
spotlight on the topic. And it’s supported
by other studies, including from one conducted by Deloitte which showed that
97% of 18-34-year-olds consent to privacy policies without ever reading them.
This is a trend that’s accelerating, partly
due to the proliferation of connected
devices we’re using and because of
Covid. Here’s a very interesting chart
that shows the decline in concern about
personal data since 2018 – the year
GDPR was enforced. Maybe people
believe that because GDPR exists, they
don’t need to care.

This chart can be found – along with a lot more interesting information on this Deloitte blog page.
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How to Leverage Data Privacy for Brands continued...

Why is this happening?
At the heart of this is the fact that all
this legal content is so poorly presented
online. Privacy policies are long and impenetrable – why should anyone wade
through them when they’re so clearly
written for the protection of the brand,
not the consumer.
It has to be said, that we’re also asked
too often to accept these terms – to the
point that the whole thing feels like an irritant – like a fly you want to swat away.

to them. And it’s for them to decide how
and when to share or use it. Be transparent and courteous, offer choices and
explanations.
Adopting a tone of “We think your data is
important, so you should too” is a good
way to start. It goes back to the idea of
“show respect, get respect”.

Convenience

We, in turn, have become increasingly
blasé to the point that we really don’t
care anymore. Even if we don’t really
believe it, we just assume the brands are
looking after our interests. The result is
that the good intentions behind GDPR
are in jeopardy.

Making the content accessible, clear
– appealing even – helps people read
and digest it. It doesn’t need to cost
the earth, either. On the surface, simple things like adjusting the tone, using
clear language, breaking up chunks of
text with meaningful headlines are all
things that should be easy and relatively
quick to implement. You can, of course,
go further and introduce graphical elements, imagery and animated video too.

So, what's the answer?

Action Checklist

Show respect

1 See data privacy as an opportunity
to engage positively with customers

Brands that are able to tell their customers that their privacy matters are onto a
good thing. By demonstrating genuine
respect for customers’ personal data,
brands can build trust.
The key to this is to elevate the status of
personal privacy and remind customers
that it has real currency, that it belongs

2 Make it feel important (give it
currency) & show respect
3 Make the content digestible, easy
and appealing
4

Live up to the promises you make

How to Leverage Data Privacy for Brands continued...
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How to Leverage Data Privacy for Brands continued...

Best practice case studies
Apple

The protection of personal
privacy is so entrenched in their business model, they have even created a
sub-brand around it. Note how adaptation of the Apple logo so it looks like a
lock. They’ve run multiple campaigns on
TV, OOH, in print and online dedicated
to their stance on privacy, which they
describe as a human right. They go on
to explain exactly why it’s so important
for people to know their data is safeguarded.
As I write these notes up, I’m also reminded of what this means. On my left
is my iPad, on my wrist is my Apple
Watch. I’m typing into my iMac, while
my MacBook Air sits patiently waiting
for me to get travelling again. My iPhone
is also there, on which are apps which
control the climate and charge status

of my car, that hold my credit cards and
much more. All in all, I’m glad Apple is
keen on protecting my privacy!
This statement below and the page it’s
on describe the Apple’s privacy policy
as it applies to Apple devices and apps.
That’s a little different to what we’re
talking about today, but we’ve included
it because it also sets the tone for the
privacy policy statements on their websites too. While these are longer and
at times more legalistic (they have to
be to some degree), these are still very
consistent with the tone that’s used for
promoting privacy. The content is easy
to read and well signposted, while the
messages they convey express transparency. Also very much in evidence is
a serious-minded emphasis on respect.

Best practice case studies: (Apple )continued...
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Best practice case studies: (Apple) continued...

Apple
They’re not claiming that they don’t use
the personal data of website visitors, but
they are transparent about how, when
and why. You also have options to manage these and share less, if you want to.
All in all, Apple shows us how it’s done.
https://www.apple.com/legal/privacy/

Best practice case studies: continued...
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Best practice case studies: continued...

easyJet

It’s been a while since
any of us has been able to book a
flight, of course, so we might have
overlooked this good example of
showing respect to people on their
websites about their personal privacy.
The tonality, the layout and the way
the copy is written are all what we
would consider to be best practice in
terms of presenting the brand as a
trusted partner.
It’s all very impressive, but of course
it’s also true that if you’ve ever tried to
get a refund out of easyJet in the past,
you might not trust them completely
just yet.
https://www.easyjet.com/en/policy/privacy-promise

Best practice case studies: continued...

14

Best practice case studies: continued...

DuckDuckGo

DuckDuckGo
uses its data privacy policy to differentiate itself from its far bigger rival
Google. And in so doing offers the
ultimate in respect for private individuals. They even explain how they
make money. It’s from advertising,
but based on inventory, not on data-profile-targeting.
https://duckduckgo.com/

BBC

The BBC offers a good example of how to write copy so it’s intelligible to others. Kevin Litman-Navarro’s Opinion piece in the New
York Times about incomprehensible
privacy policies found it to be written
in short, declarative sentences, using
plain language. This is a good example to study for how to write copy.
https://www.bbc.co.uk/usingthebbc/privacy

Best practice case studies: continued...
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Best practice case studies: continued...

SBB (Swiss National Railway) The digital team at SBB

has done a great job showing where
a customer’s data is used in short
easy to scan blocks of text. The video
explanation also provides a good overview.
Further down the page you can expand to read specifics. They have kept
the legal jargon and amount of text to
a minimum. Another good example of
how to write to be understood.
https://www.sbb.ch/en/meta/legallines/datenschutz.html
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A few more interesting things...
Gener8
Check this amazing idea out – you may
have seen this, as it was featured on
Dragons Den. It’s Chrome plugin that allows you to control what data you share
and – if you choose to share – you get
paid for its use. Like we said in our presentation, data has a monetary value.
Time to leverage it to benefit you. A truly
novel and disruptive idea!
https://gener8ads.com/

Has your email been
compromised?
Use this tool to see if your email address
has been “pawned”. You’ll probably find
it has been.
https://haveibeenpwned.com

Has your data been stolen
from Facebook?
Maybe you don’t even want to know, but
you should.
https://www.searchenginejournal.com/are-youone-of-the-533-million-facebook-users-whohad-their-data-stolen/401668/#close.

If you have any other interesting ideas to share
with us, please let us know. Drop us a line at:
info@altadigital.net
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Get in Touch

DIGITAL

ALTA Digital was founded by us – long-established business partners, Alice Morgan and
Tamara Warren. Thanks to our unique way of
working, we’re able to provide a full range of digital
marketing services that range from project-based
consultancy to SEO and PPC, and from content
strategy to UX, website design and development.
We organise around your needs, not ours, thanks
to our collective of talented digital marketing
practitioners drawn from our networks in the UK,
Switzerland and Germany.

How can we help?
We can help you re-frame your approach to privacy to you can leverage it to build trust for your
brand with your customers. And much more
besides.

Contact us:
Tamara Warren
tamara@altadigital.net
+41 44 923 6535
Alice Morgan
alice@altadigitital.net
+44 7788 925 624
Zurich | London
www.altadigital.net
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Get in Touch
Caroline is advising companies about legal and compliance review of their digital transformation. She is the
Co-CEO of BRANDIT - a digital brand services agency
supporting companies with online brand protection,
digital and data, domain name management and
trademarks. Their Digital and Data services provide
tailored legal consultancy in digital, data protection, privacy, social media and e-commerce fields. With more
than 10 years’ experience as Global Legal Counsel of
the Nestlé Group, she has built a strong knowledge in
IP law (trademark and copyright), as well as in data protection, e-commerce and Internet related legal topics.
She helped the multinational company launch worldwide digital projects with a legal risk-based approach in
mind.

How can we help?
BRANDIT will support you to be GDPR and FADP ready
as relevant for your industry and business. Based on
our experience in leading similar projects for small, medium and large companies, BRANDIT bring solutions,
so you can lead your company towards compliance
and risk based decisions. With our distinctly commercial and pragmatic approach, we help you map out the
risks and options for companies, draft the appropriate
guidance (e.g. privacy notice) and we can recommend
internal processing rules.

Contact us:
Caroline Perriard
caroline.perriard@brandit.com
+41 79 353 39 43
Zurich | Lausanne
www.brandit.com
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